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About Navio

Improving the outlook and quality of life for people living with cancer

e Navio makes tools that help cancer
patients get better, more personal care.

e Navio's apps are deployed at AWS using
terraform, ECS, and gitlab pipelines.

e Navio deals with critical health
information.

e Because of this, Navio must test apps
before release.

e This has cost us deployment velocity.
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Navio's deployment process

Gitlab PR
shows "Merged"

@ Merged by @ Christo

Gitlab PR shows dev
pipeline running

Gitlab PR shows dev
deploy complete

) Pipeline #161352215 passed for 6216642 ondev (v ){v

Deployed to Development 1 month ago
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Gitlab PR shows pilot
deploy complete

Deployed to Pilot 1 week ago
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https://docs.gitlab.com/ee/topics/gitlab_flow.html

Challenges
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Sandboxes to the rescue

: navio
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What is a sandbox?

e A partially isolated installation of our application:
o installation - Complete-enough environment for testing
o isolated - Application state is separated (one install doesn't interfere with another)

o partial - Some underlying AWS resources are shared, for cost reasons
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“lelRUSpYU0D 0Z0Z OIAVN 3y3uAdod @




Navio's AWS
Infrastructure

Cloudfront

GssL

'

apollo-patient-frontend

f

patient.navio.com
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apollo-admin-frontend

f

provider.navio.com

GraphQL GraphQL’
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What's in an environment? How does it come to exist?

Terraform Typescript Kotlin

AWS Resources + App Code

Planning App Admin Frontend

Load Balancer "Servers"
Databases Kafka Topics ) )
Provider App Provider Frontend
Database Server Elasticsearch Server Patient App Patient Frontend
NETADIKIRG CYFICS: PHI Service etc...

Subnets)

) Kafka Cluster
Redis



Could we make more dev environments?

Dev
Load Balancer "Servers"
Databases Kafka Topics
Database Server Elasticsearch Server

Networking (VPCs,
Subnets)

_ Kafka Cluster
Redis



Dev

Load Balancer "Servers"
Databases Kafka Topics
Database Server Elasticsearch Server

Networking (VPCs,
Subnets)

) Kafka Cluster
Redis

$500/mo  + a day of our time



Dev
Load Balancer "Servers"
Databases Kafka Topics
Database Server Elasticsearch Server

Networking (VPCs,
Subnets)

) Kafka Cluster
Redis

$500/mo  + a day of our time

Sandbox

Load Balancer

Databases

"Servers"

Kafka Topics



Dev
Load Balancer "Servers"
Databases Kafka Topics
Database Server Elasticsearch Server

Networking (VPCs,
Subnets)

) Kafka Cluster
Redis

$500/mo  + a day of our time

Sandbox

Load Balancer

Databases

$150/mo

"Servers"

Kafka Topics

+ 5 mins



How are sandboxes made?
Using Terraform, of course

e Sandboxes are created via terraform apply

e Sandbox AWS resources are isolated in a separate Terraform workspace but
with the same Terraform code

e Sandbox resources have names or ids that include sandbox name

e Some resources are shared by exporting them as outputs from “lower level”
terraform “stacks”
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Terraform “Stacks”

navio_backend_app a
d

E’navio-postgres-user-database o
T

navio_kafka_topic ﬂ

Migratable

[ aws-redis-something ]

[ navio-cognito-user-pool)

aws-rds-postgres

confluent-kafka-cluster j

! Permanent :
: [ aws-ec3-bast|on-hostj

aws-route53-zone




Terraform “Stacks”
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Ok, show me some damn shell already

c. Run terraform init:

1 aws-vault exec navio -- terraform init

d. Create a new terraform workspace for the sandbox:
1 aws-vault exec navio -- terraform workspace new sandbox-be.sandbox-name

substituting your chosen sandbox name for sandbox-name .

e. Apply the terraform:

1 aws-vault exec navio -- chamber exec tf/env/dev -- tfenv terraform apply



Some other interesting parts

e Separate backend and frontend sandbox terraform: Can share same backend sandbox
among multiple frontend sandboxes.

e Use AWS Gravitron in ECS Fargate to avoid having to manage EC2 fleet (new as a part of
this project).

e FEach feature branch can be deployed to one or more separate sandboxes.

e These sandbox deploys happen automatically via Gitlab pipelines when devs push to
those branches.
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Backend and Frontend Sandboxes

Frontend

(dev)

|

Backend

(dev)




Backend and Frontend Sandboxes
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(dev)
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Backend
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Backend and Frontend Sandboxes
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Challenges and Opportunities

e Requires someone with terraform apply permissions: should have a way for devs to
create their own sandboxes (slack bot maybe?).

e Can use same backend docker containers as dev when spinning up a new sandbox, don't
have same option for frontend; want to “clone” a frontend install (s3 bucket copy isn't

quite enough).

e Somewhat different terraform code for sandbox vs dev: would want to unify dev and
sandbox terraform. Does use a lot of the same underlying modules.
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